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Abstract— Thanks to recent advances in wireless technology, a H %—4
broad range of standards are currently emerging. Interoperalil- NSNS SN
ity and coexistence between these heterogeneous networks arg, , .../
becoming key issues, which require new adaptation strategies ismsand
to avoid harmful interference. In this paper, we focus on

the coexistence of 802.11 Wireless LAN and 802.15.4 sensor R\ViEi
networks in the ISM band. Those networks have very different LA

transmission characteristics that result in asymmetric interfer- 802154 2.4056Hz e

ence patterns. We propose distributed adaptation strategies fo

802.15.4 nodes, to minimize the impact of the 802.11 interference Fig. 1. 802.11 and 802.15.4 channels in the 2.4GHz ISM band.

This interference varies in time, frequency and space and the . .
sensor nodes adapt by changing their frequency channel seleatio Common requirement: both 802.15.4 and 802.11 devices are

over time. Different distributed techniques are proposed, based battery-powered so that energy consumption is a major desig
on scanning (with increasing power cost) on the one hand, and criterion. Any algorithm for those networks should take the
based on increased cognition through learning on the other hand. energy cost into account, including the non-negligibledhar

These techniques are evaluated both for performance and eneyg tributi iated with idl d fi
cost. We show that it is possible to achieve distributed frequency War¢ POWEr contribution associated with 1die mode openatio

allocation approaches that result only in an increase o20% of ~Scanning and receive processing.
the delay performance compared to ideal frequency allocation.  The purpose is to introduce distributed algorithms to op-

Moreover, it is shown that a factor of two in energy consumption timize the 802.15.4 performance under varying 802.11 in-
can be saved by adding leaming to the system. terference patterns. The sensor network is indeed ciitical
I. INTRODUCTION affected by the coexistence, since it's output power is much
Interest in wireless technology has experienced an exgoslower than that of 802.11 networks. The proposed algorithms
growth over the last decades. The finalization of divershould be fully distributed to improve scalability (sinansor
standards has eased the development of wireless apptisatimetworks are large), robustness (which is an importantirequ
As a result, the spectrum is getting used by a variety aient for sensor network applications) and adaptabilityréMo
heterogeneous devices, standards and applications. Fhispgecifically, our goal is to design distributed channel ct@ea
especially the case for thedustrial, Scientific and Medical algorithms that allow the sensor nodes to dynamically adapt
(ISM) bands that are unlicensed and hence host the mtstir channel in response to the 802.11 interference. The

K

heterogeneous range of networks. energy cost of the proposed algorithms will always be taken
In this paper we focus on the coexistence between timto account.
major wireless standards that operate in th&HzISM band, Traditional approaches for coexistence of wireless daevice

namely 802.11g Wireless LAN [1] and 802.15.4 Sensor Nefiscus on transmit power control. In [4], for instance, the
works [2]. Their overlapping frequency channels are shawn allowable transmit power is determined in order to guamate
Fig. 1. The characteristics of both networks are very différ protected radius to primary users that should not be imexife
resulting in a problem that is asymmetric in nature. Indéleel, with. This is especially useful to enable spectrum sharing
output power of 802.15.4 devices is typically as low d8Mh between systems with different levels of regulatory stasus.,

[3], whereas the output power of 802.11g devices dBrior primary and secondary users. This type of sharing is typi-
above. Also, 802.15.4 sensor networks are designed to aronitally referred to awvertical sharing while horizontal sharing

the environment or buildings, and can be very large, whilonsiders systems with equal regulatory status. Conagrnin
802.11 networks are mostly local hotspots organized araundthe latter horizontal sharing between homogeneous devices
Access Point (AP). Finally, sensor network applicatiorsrast game-theoretic concepts are used in [5] to achieve diségbu
demanding in terms of throughput, but however require a higtansmit power allocations. These can however not be used
reliability and robustness against attacks or unknown tsvenwhen the operating conditions of the considered networg&s ar
They should also be self-organizing since it is impossiblery asymmetric.

to maintain such large networks efficiently. In comparison, Another category of solutions focuses on dynamic frequency
802.11 networks are typically used by a limited number afelection to avoid interference. In this context, the spezase
throughput-intensive applications. There is in fact onleo of vertical coexistence between 802.11 and 802.15.4 n&swvor



and a contention free period. More importantly, it is tyflica
followed by an inactive period, during which the involved
nodes are put asleep. It is assumed that sensors can change
—— Range their channel without extra energy cost, when they wake-up
(O 802.15.4 nod 802.11 interferenc from sleep mode. As a result, we can assume that the sensors
Fig. 2. Considered 802.15.4 network affected by 802.11fietence.  potentially swap frequency every interbeacon period, tvhic
ranges from 1sto above 4nin according to the standard.
has started to receive attention since it has been showr in {§,e frequency swapping strategy will be determined by the
that the impact of 802.11 on the sensor network is large aBﬂjposed distributed adaptation algorithms.
leads to above 92% of packet loss. An adaptive scheme usingyn, top of this medium access, three types of networks can
multiple radios has been proposed in [7] to overcome this, e formed: star, peer-to-peer and cluster-tree. In thiskyor
this solution assumes that communication between nodes ofm& 802.15.4 network is assumed to consist of nodes of equal
channel is possible, even after interference has beentdétegynortance that are connected in a mesh network through peer
on that channel. This is not robust to the extreme interf@enyg_peer connections. These connections are reflected in the
patterns which are encountered in this context. connectivity matrixC introduced earlier in this section. Each
While the above presented classes of adaptation schemgeghose connections in such type of networks is maintained

optimize channel access by taking into account transmiepow,y scanning for the beacons sent by the peer.
or interference constraints, none of them addresses tiégono

in a sufficiently distributed way. They rely on the availdtpil B. 802.11 Interference model
of a dedicated control channel, which drastically limit® th We consider a large 802.15.4 network, which is affected
scalability and robustness of the sensor network. Moreovgy 802.11 interference. As it will be described hereafteis t
they do not consider the system power cost of environmegg2.11 interference can vary over frequency, time and space
scanning. In this paper we will address these issues andrhe variations in frequency result from the fact that difer
propose new fully distributed algorithms that enable to ir802.11 networks can operate using different channels (§ig.
crease the robustness of 802.15.4 networks in the presepg@amic frequency selection is a new functionality curient
of dynamic 802.11 interference, whith acceptable total growadded to most of those 802.11 networks [8]. It is developed to
cost. optimize the frequency allocation of 802.11 networks that a
Il SYSTEM MODEL subjec_t to interferqnce. As a re_sult of_this dynamic freqyen
In this section we give a detailed overview of the modgelect'lon,.802.ll interference is varying over time. It &an
jpen in Fig. 1 that each 802.11 network always covers four

els used for the sensor network and for the wireless LA . A
onsecutive 802.15.4 channels. The power distributiorr ove

interference pattern. We also define the considered ene Hgse channel is more or less flat, especially for the OFDM-
and performance metri invetsitiby S T .
P ics that are relevant for the inv a sed 802.11g which is currently getting widely used thanks

scenario. These metrics will be used to evaluate the prmo%) . . )
distributed adaptation algorithms. 0 its throughput improvement w.r.t. conventional 802.11b

networks [1].
A. 802.15.4 Network model The variation in time results from the fact that the use of
We represent the 802.15.4 network by a large number 82.11 networks is varying over time since user activitias/v
nodesN that are arranged in a string or a rectangular topologyver time. These variations result from 802.11 ad hoc nedsvor
An N x N connectivity matrixCy ) is used to denote which that are opportunistically established to transfer a litgeor
sensors can overhear each others. We assume that it isfthe 802.11 hot-spots that become operational when uskrs jo
case for all sensors in a rand®d from each other, where the network, as it was analyzed in [9]. It can thus reasonadly
d is the internode distance arilis a parameter. In Fig. 2 assumed that the 802.11 interference stays constant feragev
a simple string topology is presented with= 2. Each of minutes to hours, and hence several (thousands) of 802.15.4
the sensor nodes operates in one frequency channel afonigterbeacon periods.
possible ones, withk = 16 for 802.15.4 networks operating The spatial variations result from the fact that 802.15.4
in the 24GHz ISM band. AN-dimensional vectoty keeps networks are typically deployed over a large area (e.g., for
track of the current frequency:, (i € [1,...,F]), which the monitoring purpose). As a result, the 802.15.4 networks are
different nodes are using to transmit. Although transroissi expected to be large both in terms of the area they cover
is only possible on one frequency, we assume that nodes eamal the number of nodes they consist of. The theoretical
be designed to scan or receive on multiple channels at the dognsmission, and hence also interference, range of 802.11
of increased scanning energy consumption and hardware. networks is 10t to even 25én. Although this is a significant
The 802.15.4 medium access control can operate in differeange, sensor networks can cover larger areas since they
modes, depending on the use or absence of beacons. In daigsist of a large number of nodes in a mesh topology. As
work, we will assume the beacon-enabled mode, which resuitsresult, the 802.11 interference is assumed to affect large
in a so-called superframe structure [2]. Such a superframeographical subsets of the 802.15.4 nodes (Fig. 2).
typically consists of a beacon, a contention access periodMe assume that an active or interfering 802.11 network will



always be detected by the 802.15.4 nodes. In real systemsuld otherwise require a dedicated interference-freencha
however, some noise should be considered in this detectiomel). With random frequency selection as a reference point,
802.11 interferers, since the 802.15.4 nodes could be Bgannwe propose solutions based on scanning and more energy
during a short inactive burst in between 802.11 packets. Afficient solutions based on learning. The effectiveneskexe

the 802.15.4 beacon period is typically large compared #&pproaches will be assessed in a time varying environment.
the 802.11 beacon or packet burst periods, this noise can be

considerably reduced under the assumption that the 8@2.18: Random frequency selection

nodes scan during the whole period. The simplest distributed frequency selection solution is a

The 802.11 interference can thus finally be modeled asSgheme where nodes randomly (following a uniform distribu-
N x F matrix |y ). Each interfering network then corre- tion) pick a channel every period. Packets are forwarded to
sponds to a submatrix of dimensioNsx 4, whereN; denotes @ny other node closer to the sink within communication range
the number of nodes that are in the range of networkthat happened to pick the same channel. It can of course be
(depending on its output power), and where it is taken infxPected that the average delay in this scheme will be large.
account that every 802.11 interference pattern has a widtht¢Pwever, since it does not rely on any coordination between
four 802.15.4 channels. Networks can swap frequency oJ8g nodes and does not rely on an environment model, it can
time, disappear or appear, but this time variation is assurm@dapt to any possible event.

to be slow compared to the 802.15.4 frequency adaptationB_ Scanning based distributed approaches

C. Performance and energy measures It is possible to outperform the random frequency selec-
We consider delay as a relevant performance mettion algorithm described above, since the considered 802.1
(throughput requirements in sensor networks are typicaliyterference does not vary every 802.15.4 period (once an
low). More precisely, assuming that sensors monitor a kbia interference free channel is found for the whole network,
that should be communicated to a central sink, we consi@er the nodes should indeed continue using that channel until
average number of periods required to forward a measuremadaptation is required.) We propose here new scanning based
to a fixed central sink as performance metric. This averageagproaches relying on the simulated annealingtimization
computed over time and over the nodes in the network. Theethod, which can be elegantly implemented in the consitlere
more the network is affected by interference, the more perionetwork setup. Simulated annealing is a very effectiveiséar
will be required on average to reach the sink. We assuraptimization strategy for finding a global optimum, deveddp
that every packet is forwarded only once during each peridaly Metropolis et al [10]. The basic idea of the method is to
to the node closest to the sink that can be reached dursgmple the search space using a Gaussian distributionpand t
that period. As a result, nodes travel each period the largasnealthis distribution as the optimum is approached.
possible distance. Applied to the present context (i.e., optimizing the fre-
As far as energy consumption is concerned, we can modlency allocation over a large sensor network affected by
the energy needed during every period independently of thhgnamic interference), nodes have to keep looking for aroth
actual packets sent, received or beacons overheard. Thighannel (i.e., sampling the search space). Since the 802.11
a valid assumption since throughput is typically very low iterference probability over the 802.15.4 channels is umifp
sensor network applications. Moreover, since the full ikexe distributed, this search space sampling can be done urjform
chain is typically required to be on for scanning, the powdtvery period, next to the nodés current frequency channel
consumption in that mode is the same as the power consunfip-another channef,;nqom is considered and its performance
tion in the receive mode. During every superframe, each nodeassessed. This is done according to a given channelyjualit
is awake to listen at least to its current frequency charifed. metricG. The latter metric is computed based on the one hand
quality of a frequency channel can be assessed by countngdn the output of the built-in 802.15.4 energy detector [Atth
number of overheard beacons of peers. If no beacons are heandbles to capture the presence of 802.11 interferencegrand
energy detection, which is part of the 802.15.4 specificatio the other hand on the number of beacons heard in the scanned
can be used to detect harmful interference on the channel. Ashannel. It is assumed that no beacons can be heard in the
result, the energy consumption only varies with the numiber presence of 802.11 interference. The me@ics defined as:

additional channels that are scanned (or listened to) iallear . {zbeacons heard 1 if no energy detected

: @
0 if energy detected

In the next section we will propose some distributed altponi
that require scanning on one or multiple channels, and at@alu

if their increased energy cost actually leads to an improvegvhen 802.11 interference is present, the channel quality
performance. is assumed to be equal to 0 (worst case). When no 802.11

”.I' D 'S.TRIBUTED ADAPTAT'QN AND LEARNING 1We have chosen simulated annealing instead of other hewistimization
In this section, we propose distributed channel selection @&chniques such as Tabu search or genetic algorithms. Talthss based on

gorithms to improve the 802.15.4 performance and rObUStné?epeSt descent, which inherently requires scanningroplsay a large set
neighboring solutions at each iteration step, which isandesired property

i f 802.11 interf Th d algosithf}
In presence o . n e_r erence. € proposed algos _m)m an energy perspective. Genetic algorithms are not wetéd to solve
do not rely on any coordination between the nodes (whi@fnamic problems, as it is the case for the considered varyitegference.



interference is present, the channel quality is assumede todn the current state. The problem is now that @iefunction
proportional to the number of heard beacons, augmented ¢hould be approximatede@rned online by an estimat€.
one to distinguish from the aforementioned worst case. ~ To do so, for every possible action (channel selectignwe
In simulated annealing, exploration is embedded in thgdate the available estimafg as:

alg_orithm to allow the system fomp out of a local optimum. Q(fa)* —(1- a)Q* +aG(fa), (4)
This means that a new channil,gom Can be accepted even

if it is measured to be worse than the current chanfiel Where a is a learning parameter. The estimate of the Q-
according to the quality metriG. This happens with a certain lUnction implicitly defines a greedy policy that selects the
probability that should be decreased (i.e., annealed) wH&Hion fa with the largest expected reward:

the system converges to its optimal solution. Typicallys th fa = maxQ* (fa). (5)

apnealmg follows an ex'ponent|al distribution. Obwoust}g It is important to note that the Q-learning algorithm update
higher the quality metrch,_the better the cur_rent so_lutlon»[he estimate for each action, but in fact does not specify
and the closer the system is to the global optimum (i.e., fyljat actions should be taken. The Q-learning allows aritra
connectivity in a channel free of 802.11 interference).He t experimentation while at the same time preserving the otirre
proposed algorithmfrandom is accepted with probability: best estimate of states’ values. This is an important ptpjier
exp(—G(fi)/A) x {G(frandom > 0}, (2) atime varying environment and allows decoupling the leagni

whereA is a normalization factor and where the second co}?haIse from the decision policy.

dition (G(frandom) > 0)) avoids the system to swap to a new hWe p:rop(r)]se the f,°”°W'”9 algoé'thm o Se‘?Ct tge next
channel where 802.11 interference is present (correspgnd? annel. When expenmentatlor_\ (i-'zarning IS aflowed, we

to G =0). Further exploring a channel that is known to be b lect a random frequencl, with a probability similar to

is indeed clearly a waste of resources Eqg. 2 used for the simulated annealing algorithm. Since we

As far as energy is concerned, the proposed algorith%d hot scan the frequenci, before. selecting.it, we cannot
requires to scan the current chanrfeland an extra channel add the second factor of Eq. 2. This probability writes thus:

frandom SO that the energy cost is doubled with respect to the exp(—G(fi)/A). (6)

random frequency selection algorithm. Obviously, it isgble hen no experimentation is allowed (i.experienck we
to increase the number of channels to sample simultaneougmpby the greedy policy defined in Eq. 5.

in_ the proposed algorithm, and czontinue the basic algo_rithm-ro sum up, the Q-learning algorithm selects a frequefacy
with the best one in terms oB. < In the sequel, we will for the next period that is expected to maximize the reward
also evaluate the performance gains in the case two randgpyyality G. This optimal policy is learned online and some
channels are selected at every iteration of the algorithiiea exploration is allowed to adapt to varying interferenceeas.
cost of an increased energy consumption. It is clear that every superframe period only one frequency
. _ is scanned, so that the energy consumption is similar to that
C. Learning based d|str|buFed approaches of the random selection algorithm. In the results section we
We propose here learning based approaches to makg,finvestigate how the predictions based on learning carep
decision based on experience rather than based on scannjfith the more costly approaches based on scanning.
The proposed learning scheme is based on a simplification IV. SIMULATION RESULTS
of the Q-Iearnlngllearmng algorithm that does _not need a We now evaluate the proposed schemes through simulation.
model (.Jf the environment aqd can be .used onllng [.11]' TRfe consider networks of different sizdl € [50,100,200) in
Q-learning algorithm tpes.to flnq the policy that optimizas simple string topology, varying average interference’25
expected returiRy, which IS typlc_ally expressed as asum Ogr 50% of affected nodes) and different time-variationsctEa
dlsc_ounted rewards over time. Since we oper_ate Ina dynanalfcthe results is averaged over 10 simulations that each last
env!ronment,_ we only focus on near term.remforcement (t%s 802.15.4 algorithm steps. Traffic is generated randomly
setting lthe d-|scount ‘f"“‘? to 0 in the zI%orlthm). di .__in the sensors, and forwarded to the sink node located at the
In Q-learning, a policy is represented by a two-dimensiongh,y of the string topology. The connectivity range of each
lookup table indexed by states and actions. In the considere, o is assumed to He= 10. The performance measure is
problem statement, both a current state and action comelspg, average number of periods it takes for each packet to
tﬁ a Cr:canngl freq*uencyfs and fa]; With C:]'SCOUW[ fa((j:tor Z€10, raach the sink, compared to the expected delay in case df idea
the Q-function Q") represents for eac state and action hannel allocation (which could only be achieved by a céntra
expected rewardgy when taking that action: entity that can monitor the whole network interference)r Fo
Q*(fs, fa) = Ru(fs, fa) = G(fa). (3) the consideredR andN, this ideal average number of periods
. S an be shown to be of 3,%and 105 for N respectively equal
This means that the expected reward, which is expressedcg)go 100 and 200. When not otherwise st:ted thg aIq orithm
the quality functionG, only depends on the action and not ' : ' 9
parameters are set =4 anda = 0.1.
2We note that when multiple solutions are sampled, other tgclesi that We first I(_)Ok _at a heavy 'nterference scenario. R_eSUIFS
are based on steepest descent, such as for instance Tatiy seaid be used. are shown in Fig. 3, where the interference dynamics is
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Fig. 3. Normalized delay increase compared to ideal chantdation.
increasing over the different plots. It can be seen that the 1 '“g”_z —
simulated annealing algorithm with parallel scanning diea o L g leamng =) |
outperforms the other solutions. However, this schemelteesu — oo

in a significant additional scanning cost (3 times the energy
cost of the learning based approactf fime the energy cost
of the simple simulated annealing solution). Also, it can be
seen that the Q-learning scheme performs very well for the
static interference scenario compared to the basic sietdilat
annealing, while saving a factor two in energy cost. The
performance achieved with random channel selection is low.
Regard_mg ,the impact of the interference dynamics, it C ig. 4. Normalized performance in terms of % of the performanégesed
be seen in Fig. 3(c) that the performance of the Q-learniRgmpared to ideal off-line channel allocation for 25% of ager load, 25000
scheme decreases when the interference changes frequepgtipds static.
In this case it is indeed more difficult to maintain a correcstharing The algorithms proposed in this paper should be
estimate of the expected reward of an actifp On the :

. L . " extended to allow for a better tuning of the algorithms as
contrary, simulated annealing is quite insensitive to theet . . . . .
o . . . function of the environment and its dynamic behavior. Also,
variations of the interference pattern, since it does nbt r

: - e schemes should be embedded into real protocols to be used
on estimates but on energy expensive instantaneous sgannin . .
those wireless networks under interference.
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